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Data Protection — Data Storage Media Protection

In accordance with the COV ITRM 501-01, Data Storage Media Protection identifies the
steps required for the appropriate handling of stored data to protect the System Office and
College data from compromise.

SVCC IT Staff must document Data Storage Media protection best practices to include
the requirements listed below.

Requirement:

Data Custodians are individuals or organizations in physical or logical possession of data
for Data Owners. All SVCC employees will be the Data Custodians responsible for
protecting the data in their possession from unauthorized access, alteration, destruction,
or usage.

Requirement:

Sensitive data should not be stored on mobile storage media, including laptops as well as
any non-network drive, except for backup media, unless the data is encrypted and there is
a written exception approved by the Agency Head that includes the following elements:

a. The business or technical justification;

b. The scope, including quantification and duration (not to exceed one year)

c. A description of all associated risks;

d. Identification of controls to mitigate the risks, one of which must be encryption; and
e. Identification of any unmitigated risks.

Note: Agencies must apply these practices to sensitive data stored on all mobile data
storage media, except for backup media, including removable data storage media and the
fixed disk drives of all mobile workstations, such as laptop and tablet computers.

This issue is addressed in the Data Protection: Data Storage Media Protection standard,
Mobile Device Protection Procedure document. (Attachment F 1.1) Data storage media
containing sensitive data must be physically and logically secured. Security awareness
and training will be provided via M.O.A.T. to those employees who have approval to
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store such information on mobile devices at SVCC. Designation of these employees will
be determined by SVCC President’s staff and documented on the Mobile Device Security
form (Attachment F1.1) in conformance with the Mobile Device Protection procedure.

SVCC must prohibit the connection of any mobile data storage media not owned by COV
to any COV IT system and storage of COV data on any mobile data storage media not
owned by COV.

Note: Such media include, but are not limited to, USB drives, cell phones, personal
digital assistants, and digital music players owned by employees, contractors, and
students.

Requirement:

SVCC restricts the pickup, receipt, transfer, and delivery of all data storage media
containing sensitive data to authorized personnel only. Authorized Personnel are defined
in the Personnel Security: Access Determination and Control and the Facilities Security:
Physical Security standards, Authorized Access Personnel List (Attachments G 1.1 and H
1.1 respectively) SVCC shall require that all deposits and withdrawals of storage media
located off-site be authorized by the SVCC IT Network Administrator(s) and logged
using the Data Protection: Data Storage Media Protection Storage Media Log sheet
(Attachment F 1.1) by personnel as defined above. SVCC IT staff will maintain
documentation of all log sheets.

Requirement:

SVCC shall adhere to the procedures in place to address the purging of all data, using
software utilities or electromagnetic means, from magnetic storage media such as hard
drives, removable disk drives, diskettes, CD-ROMs, zip drives, jump drives, personal
digital assistances, and other storage media before they are discarded, in accordance with
the ITRM Standard SEC514-03 as given in the IT Asset Management: /T Asset Control
standard, procedure for removing data from surplus computer hard drives and electronic
media, document. (Section J 1, Attachment J 1.1)




