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Purpose

This section outlines the best practice steps that should be taken to protect sensitive
Commonwealth information that may be stored on non-electronic media such as, the
spoken word, paper documents, white or black boards, photographs, etc.

Recommended Practices

These recommendations apply to non-electronic media:

1. While in use, limit access on a need to know basis by physically controlling access.
For example, sensitive documents printed to a global printer should be retrieved
without delay.

2. While not in use, store in a secure location with appropriate physical controls.

3. When no longer needed, securely destroy using appropriate destruction methods such
as erasing whiteboards and shredding paper.



